Om Patel

+14378301333 | ompatelclg@gmail.com | linkedin.com/in/omcyber | github.com/omcyber10 | Montreal, QC
SKILLS
Detection & SOC : SIEM (Splunk, ELK), Log Analysis, Alert Triage, Threat Hunting, Threat Intelligence, IDS/IPS, Incident Response

Endpoint & EDR : LimaCharlie EDR, Detection Engineering, MITRE ATT&CK, Malware Triage, Forensics, Active Directory
Cloud Security : AWS IAM, Access Key Lifecycle Management, Automated Remediation, Least Privilege Enforcement, IAM Policy Design

Vuln. Management : Qualys VMDR, Vulnerability Assessment, Risk Assessment, Security Audits, Compliance, Security Policy Development
Tools : Wireshark, Nmap, Firewall Administration, Network Security, Kali Linux, Burp Suite, Redline, VirusTotal, PowerShell, Python, Bash
Frameworks : MITRE ATT&CK, NIST CSF, ISO 27001, CIS Controls, OWASP Top 10

PROJECTS

Endpoint Detection & Response Lab - LimaCharlie EDR github.com/omcyber10

e Engineered a complete attack-detect-investigate cycle: deployed LimaCharlie EDR on Windows, executed LSASS credential dumping (MITRE
ATT&CK T1003.001) via rundll32/comsvcs.dll, and triggered 4 high-severity detections - replicating a real Tier 1/2 SOC analyst workflow
end-to-end.

e Developed 5+ custom behavioral detection rules targeting credential access techniques; triaged every triggered alert, correlated 10Cs
across process, file, and registry telemetry, and produced a formal investigation report with root-cause analysis and recommended
containment actions.

AWS IAM Access Key Lifecycle Enforcement - Cloud Security github.com/omcyber10

e Designed and deployed an automated IAM governance workflow that enumerated 20+ user accounts, flagged non-compliant long-lived
access keys, and enforced automated deactivation - eliminating cloud credential risk with zero manual intervention.

e Implemented least-privilege IAM trust and permission policies with SES-based real-time alerting on remediation events; built using IAM
roles, conditional policies, and event-driven automation patterns standard in enterprise cloud security.

EXPERIENCE
Cybersecurity Analyst Jul 2023 - Jul 2024
Welwin Infotech Limited - Vadodara, India Full-time | On-site

e Triaged 50+ daily SIEM alerts across multi-tenant environments; classified events into phishing, malware, unauthorized access, and traffic
anomalies, escalating verified threats and discarding false positives to drive faster response across the team.
e Participated in incident response for 15+ confirmed security incidents - supporting containment, eradication, and recovery workflows while
independently authoring post-incident reports documenting root cause, attack timeline, and remediation steps.
e Executed vulnerability assessments and security audits across 20+ production and customer environments, uncovering 10+ critical and high-
risk findings - directly responsible for closing exposure on systems handling sensitive client data.
® Monitored endpoint and network traffic continuously using IDS/IPS, EDR telemetry, and packet-level analysis; detected anomalous behavior
and unauthorized connections that became starting points for full incident investigations.
o Worked across customers in finance, healthcare, and SMB sectors as the on-call security analyst; translated complex findings into clear
executive briefings that prompted concrete action, not just acknowledgment.
Cybersecurity Analyst Intern Jun 2023
Welwin Infotech Limited - Vadodara, India On-site
e Conducted vulnerability assessments and security audits to identify gaps in the organization's security posture; assisted in developing
security policies aligned with industry best practices.
e Gained hands-on exposure to network monitoring and incident response workflows; collaborated with cross-functional teams to assess and
mitigate security risks across systems.
Cybersecurity Specialist - Volunteer Jan 2023 - Dec 2024
MHA Cyber Volunteer Program - CID Crime, Gujarat Police - India Registered Program
e Formally registered under the Ministry of Home Affairs (MHA) national Cyber Volunteer portal - a government-recognized program run in
collaboration with Gujarat Cyber Crime Cell to support law enforcement in combating cybercrime.
e Reported 30+ instances of malicious online content - phishing pages, fraud schemes, and unlawful material - directly to law enforcement via
the MHA cybercrime reporting portal for investigation and takedown.
e Conducted in-person digital safety outreach to 100+ community members; educated everyday users on spotting online scams, fraud, and
social engineering - translating complex threat concepts into practical, actionable guidance.

CERTIFICATIONS
e CyberOps Associate (Cisco, Apr 2024) e FCSS - Security Operations (Fortinet, Sep 2024)
e Google Cybersecurity Professional (Google, Feb 2025) e Proofpoint Security Awareness Specialist (Proofpoint, Jul 2025)
e Qualys VMDR Specialist (Qualys, Mar 2025)

EDUCATION
Concordia University 2025 - 2026
Master of Engineering - Information Systems Security | GPA: 3.5 Montreal, QC, Canada
CHARUSAT (Charotar University of Science & Technology) 2020 - 2024

B.Tech - Information Technology | CGPA: 8.61 Gujarat, India



